co-mission — shyware Privacy Policy
Shyware Privacy Policy
Effective date: upon publication at https://shyware.fyi/legal/privacy/
This Privacy Policy describes how co-mission LLC (“Shyware”, “we”, “us”) processes personal data in connection with the Shyware SDK, hosted services, and related infrastructure. It is published as part of the legal hierarchy at https://shyware.fyi/legal/privacy/ and should be read together with the documents linked below.
1. Who We Are
Shyware acts as a data processor for customer controllers that deploy the Shyware SDK to process personal data on behalf of their users. Shyware acts as a data controller only for limited operational data (support interactions, billing, security logs).
The customer deploying Shyware determines the purposes and means of processing their users’ personal data and is the controller for that processing.
1. The Shyware Structural Anonymity Guarantee
The Shyware protocol is built on a two-list write architecture. Every submission atomically writes:
· List 1 — a direction-free submission identifier. No participant identity.
· List 2 — a pseudonymous participant identity hash. No submission payload or direction.
No join key between List 1 and List 2 is ever written to the canonical ledger. Anonymity is a structural property of the write path, not a policy applied on top of it. This means no system-defined operation produces a record from which a participant’s submission direction is derivable by any on-chain query.
This guarantee is verified by 208 passing test assertions across 13 deployment embodiments. Evidence: https://shyware.fyi/legal/privacy/dpia/.
1. What Personal Data Shyware Processes
As a processor, Shyware processes the following categories of personal data on behalf of customer controllers, as configured by the customer’s shyconfig manifest:
	Category
	What is held
	Where

	Direction-free submission identifiers
	List 1 canonical records — no identity, no direction
	Canonical ledger (public)

	Pseudonymous identity hashes
	List 2 canonical records — no payload or direction
	Canonical ledger (public)

	Off-chain linkage data
	Maps identity hashes to per-participant receipts, under access control
	Reconciling authority data store

	Account credentials
	Username, session token, account sub claim
	Account authentication provider

	Biometric attestation data
	Enrollment and attestation records for IDV/KYC (if configured)
	Identity verification provider

	Operational logs
	Access logs, security events, support interactions
	Infrastructure and monitoring providers


1. Sub-processors
Shyware uses the following categories of sub-processors. Named providers and their DPA schedules are published at https://shyware.fyi/legal/privacy/dpia/dpa/.
	Role
	Schedule

	Identity Verification Provider
	/legal/privacy/dpia/dpa/schedule-verification

	Compute and Signing Provider
	/legal/privacy/dpia/dpa/schedule-compute

	Off-chain Linkage Database Provider
	/legal/privacy/dpia/dpa/schedule-database

	Token Issuer (shywire-v1 only)
	/legal/privacy/dpia/dpa/schedule-token


1. Data Subject Rights
Data subjects may exercise their rights under applicable law (Art. 15–22 GDPR or equivalent) by contacting the customer controller who deployed the Shyware SDK. Shyware assists controllers in responding to data subject requests as described in the Data Processing Agreement.
For requests relating to Shyware’s own controller processing (support, billing): privacy@shyware.fyi.
1. DPIA and Compliance
A full Data Protection Impact Assessment package, test evidence, and compliance documentation are published at:
https://shyware.fyi/legal/privacy/dpia/
This includes per-domain DPIAs for all 12 shyware contract variants, Stack 4 test evidence (208/208 assertions), Art. 30 Records of Processing generator, and the Shyware SDK Compliance Guide.
1. Changes to This Policy
Shyware will publish notice of material changes to this policy at https://shyware.fyi/legal/privacy/ at least 30 days before the changes take effect. Controllers with an active Data Processing Agreement will be notified directly.
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